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1.0 INTRODUCTION

The Failure Mode, Effects and Criticality Analysis (FMECA) is a reliability
evaluation/design technique which examines the potential failure modes within a
system and its equipment, in order to determine the effects on equipment and
system performance. Each potential failure mode is classified according to its impact
on mission success and personnel/equipment safety. The FMECA is composed of
two separate analyses, the Failure Mode and Effects Analysis (FMEA) and the
Criticality Analysis (CA). The FMECA:

* Determines the effects of each failure mode on system performance

e  Provides data for developing fault tree analysis and reliability block diagram
models

Provides a basis for identifying root failure causes and developing corrective
actions

Facilitates investigation of design alternatives to consider high reliability at
the conceptual stages of the design

Aids in developing test methods and troubleshooting techniques

Provides a foundation for qualitative reliability, maintainability, safety and
logistics analyses

The results of the FMECA:

*  Highlight single point failures requiring corrective action

* Rank each failure according to the severity classification of the failure effect
on mission success and personnel/equipment safety

*  Provide estimates of system critical failure rates

Provide a quantitative ranking of system and/or subsystem failure modes

Identify reliability/safety critical components

Wﬁq Analysis Center (RAC) 201 Mill Street « Rome, NY 13440-6916 ¢ (315) 337-0900




2 CRTA-FMECA

11 FMECA Benefits

The FMECA facilitates identification of potential design reliability problem areas
which must be eliminated or their effect minimized, by design modification or
tradeoffs. Specific defects identified can include:

*  Circuit failures that may cause the failure of a related critical circuit
®  Areas where fail safe or fail soft features are required

¢  Primary failures which may cause costly secondary failures

Information and knowledge gained by performing the FMECA can also be used
as a basis for trouble shooting activities, maintenance manual development and
design of effective built-in test techniques.

The FMECA provides valuable information for maintainability, safety and
logistic analysis.

1.2 FMECA Characteristics

The FMECA should be scheduled and completed concurrently as an integral part
of the design process. This analysis should begin early in the conceptual phase of a
design, when the design criteria, mission requirements and performance parameters
are being developed. To be effective, the final design should reflect and incorporate
the analysis results and recommendations. The following diagram depicts how the
FMECA process should coincide with a typical acquisition program.

ACQUISITION PROGRAM
Engineering Devel ent
Design |  Conceptual Validation 8, i m{
Englj\eethJ Prototype

FMECA A Functional A Updates A Hardware _/_&u;mm A
JAN JAN JANIA

Design Reviews PDR CDR PRDR FACI

PDR - Preliminary Design Review

CDR - Critical Design Review

PRDR - Preproduction Design Review

FACI - First Article Configuration Inspection
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CRTA-FMECA 3

The results of both the functional and hardware FMECA's must be presented at each
of the design reviews. The design reviews then serve as a forum to modify, correct,
or update the system design.

Since the FMLCA is used to support maintainability, safety and logistics analyses,
it is important to coordinate the analysis to prevent duplication of effort within the
same program. FMECA is an iterative process. As the design becomes mature, the
FMECA must reflect the additional detail. When changes are made to the design,
FMECA must be performed on the redesigned sections. This ensures that the
potential failure modes of the revised hardware will be addressed. If the FMECA is
performed correctly, it becomes an important tool for making program decisions
regarding trade-offs affecting design integrity.

The FMECA can be performed by a cognizant design engineer, reliability
engineer, independent evaluator, or combination of the above, having a thorough
understanding of the operation and application of the system being analyzed. The
analysts then feed back appropriate data gained from the FMECA into the design
process to drive effective and timely corrective action implementation.

1.3 FMECA Guidelines

A number of government standards require the performance of a FMEA or
FMECA. These include:

MIL-STD-785, "Reliability Program for Systems and Equipment Development
and Production,” This standard imposes the requirement to perform Task 204,
"Failure Mode, Effects and Criticality Analysis." It gives guidance as to when the
task is to be performed and to what depth it should be done. It does not dictate
how the analysis is to be performed.

MIL-STD-1543, "Reliability Program Requirements for Space and Launch
Vehicles," This document is similar in many respects to MIL-STD-785. 1t also
imposes the requirement to perform Task 204, "Failure Mode, Effects and
Criticality Analysis." It gives guidance as to when the task is to be performed
and to what depth it should be done but does not dictate how the analysis is to
be performed.

ieliability Analysis Center (RAC) ¢ 201 Mill Street ® Rome, NY 134406916 ¢ (315) 337-0900
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4 CRTA-FMECA

NASA NHB 5300.4, "Reliability Program Provisions for Aeronautical and Space
Contractors,” This document is similar in some respects to MIL-STD-785. It
imposes the requirement to perform an FMECA and gives guidance as to when
the task is to be performed and to what depth it should be done but it does not
dictate how the analysis is to be performed.

There are many published papers, especially those found in the Annual
Reliability and Maintainability Symposium Proceedings, suggesting various unique
approaches to FMECA. A comprehensive bibliographic listing of such papers may
be found in Appendix B. The vast majority of FMEAs and FMECAs performed
today are generally performed in accordance with MIL-STD-1629, "Procedure for
Performing a Failure Mode, Effects and Criticality Analysis." Nevertheless, there are
currently two other generally recognized FMEA/FMECA guideline documents
which may be of interest to the reader. They are:

1) IEEE Std 352-1975/ANSI N411.4 1976, "IEEE Guide for General Principles of
Reliability Analysis of Nuclear Power Generating Station Protection
Systems," provides a detailed example of an FMEA is given in Section 8 of
this document.

2) SAE G-11, "Reliability, Maintainability and Supportability Guidebook,"
closely parallels the techniques found in MIL-STD-1629.

14 Scope

The procedures called out in MIL-STD-1629A are the most widely accepted
methods throughout the military and commercial industry. The primary objective
of this document is to educate the reader on the analytical techniques and guidelines
for performing a FMECA according to the methods described in MIL-STD-1629.
These guidelines may be tailored to meet specific customer needs.

Reliability Analysis Center (RAC) ¢ 201 Mill Street » Rome, NY 13440-6916 * (315) 337-0900




CRTA-FMECA 5

2.0 BACKGROUND AND DEFINITION

The FMECA was originally developed by the National Aeronautics and Space
Administration (NASA) to improve and verify the reliability of space program
hardware. MIL-STD-785, entitled "Reliability Program for System and Equipment
Development and Production,” Task 204, Failure Mode, Effects and Criticality
Analysis calls out the procedures for performing a FMECA on equipment or
systems. MIL-STD-1629 is the military standard that establishes requirements and
procedures for performing a FMECA, to evaluate and document, by failure mode
analysis, the potential impact of each functional or hardware failure on mission
success, personnel and system safety, maintainability and system performance. Each
potential failure is ranked by the severity of its effect so that corrective actions may
be taken to eliminate or control design risk. High risk items are those items whose
failure would jeopardize the mission or endanger personnel. The techniques
presented in this standard may be applied to any electronic or mechanical
equipment or system. MIL-STD-1629 is applicable during the development phases
of all DoD systems and equipment as well as commercial and industrial products.

21 Definition of FMECA Terms

The following list describes important terms often used in FMECA.

Compensating Provision: Actions available or that can be taken to negate or
reduce the effect of a failure on a system.

Corrective Action: A documented design, process or procedure change used to
eliminate the cause of a failure or design deficiency.

Criticality: A relative measure of the consequences of a failure mode and the
frequency of its occurrence.

Criticality Analysis (CA): A procedure by which each potential failure mode is

ranked according to the combined influence of severity and probability of
occurrence.

Damage Effects: The results or consequences a damage mode has upon system
operation, or function.

Damage Mode: The way by which damage occurs and is observed.

Reliability Analysis Center (RAC) * 201 Mill Street * Rome, NY 13440-6916 © (315) 337-0900
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Damage Mode and Effects Analysis: The analysis of a system or equipment to

determine the extent of damage sustained from given levels of weapon damage
mechanisms and the effects of such damage on the continued operation and
mission of the specified system or equipment.

Detection Method: The method by which a failure can be discovered by the
system operator under normal system operation or by a maintenance crew

carrying out a specific diagnostic action.

End Effect: The consequence a failure mode has upon the operation, function or
status at the highest indenture level.

Failure Cause: The physical or chemical processes, design defects, quality defects,
part misapplication or other processes which are the basic reason for failure or
which can initiate the physical process by which deterioration proceeds to
failure.

Failure Effect: The consequence a failure mode has upon the operation, function
or status of a system or equipment.

Failure Mode: The way in which a failure is observed, describes the way the
failure occurs, and its impact on equipment operation.

Fault Isolation: The process of determining the location of a fault to the
indenture level necessary to effect repair.

Indenture Levels: The levels which identify or describe the relative complexity
of an assembly or function.

Local Effect: The consequence a failure mode has on the operation, function or
status of the specific item being analyzed.

Maintainability Information: A procedure by which each potential failure mode
in a system is analyzed to determine how the failure is detected and what
actions will be needed to repair the failure.

Mission Phase Operational Mode: The statement of the mission phase and mode
of operation of the system or equipment in which the failure occurs.

Next Higher Level Effect: The consequence a failure mode has on the operation,
functions, or status of the items in the next higher indenture level above the
specific item being analyzed.

Primary Damage Effects: The results or consequences a damage mode has
directly on a system or the components of the system.

Reliability Analysis Center (RAC) « 201 Mill Street * Rome, NY 13440-6916 ¢ (315) 337-0900
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Redundancy: The existence of more than one means for accomplishing a given
function.

Secondary Effects: The results or consequences indirectly caused by the
interaction of a damage mode with a system, subsystem or component of the
system.

Severity: Considers the worst possible consequence of a failure classified by the
degree of injury, property damage, system damage and mission loss that could
occur.

Single Point Failure: The failure of an item which can result in the failure of the
system and is not compensated for by redundancy or alternative operational
procedure

22 MIL-STD-1629 Tasks
MIL-STD-1629 is comprised of five major procedural tasks, Tasks 101-105.

Task 101 documents the procedure for performing the Failure Mode and Effects
Analysis (FMEA). The purpose of the FMEA is to identify the results, or effects, of
an item's failure on system operation and to classify each potential failure according
to its severity. The FMEA provides quick visibility of obvious failure modes and
identifies potential single failure points which can be eliminated or minimized with
redesign. The procedure for completing the FMEA is as follows:

¢ Define system/functional requirements and modes of operation

¢  Develop reliability models (block diagrams) for each functional mode

¢ Define item parameters/functions required for success

* Define item failure mode effects on higher levels

Task 102 documents the procedure for performing the Criticality Analysis (CA).
The purpose of the criticality analysis is to rank each potential failure mode
identified in the FMEA Task 101, according to the combined influence of severity

classification and its probability of occurrence. The criticality analysis supplements
the FMEA and should therefore not be performed without first completing a FMEA.
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Since the numbers derived during the CA are established subjectively, they should
only be used as indicators of relative severity.

Task 103 documents the procedure for performing the FMECA-Maintainability
Analysis. The FMECA-Maintainability Analysis supplies early criteria for
Maintenance Planning Analysis (MPA), Logistic Support Analysis (LSA) and
identifies maintainability design features that require corrective action. The
FMECA-Maintainability Analysis is dependent upon data presented in the FMEA
and should therefore not be performed without first completing a FMEA.

Task 104 documents the procedure for performing a Damage Mode and Effects
Analysis (DMEA). The purpose of the Damage Mode and Effects Analysis is to
provide early criteria for survivability and vulnerability assessments. The DMEA
provides data related to damage caused by a specific threat mechanism upon system
operation and mission essential functions.

Task 105 documents the procedure for developing a FMECA plan. The purpose
of the FMECA plan is to document a contractor's planned activities while
implementing the FMECA. The FMECA plan should include the description of the
contractor's procedures for completing the assigned tasks as well as the following:

e  Worksheet formats

¢ Ground rules and assumptions

e System description

¢ Mission phase

¢ Identification of indenture levels

¢ Failure definitions/distributions

¢ Mission time

e  Mechanism for feeding FMECA results back into the design process
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3.0 FMEA ANALYSIS TECHNIQUES

The FMEA can be implemented using a hardware or functional approach. Often,
due to system complexity, the FMEA will be performed as a combination of the two
types. The complexity of each design, its state of development and the data
available, will dictate the analysis approach that should be used. Each analysis can
begin at any level of indenture and progress in an upward fashion.

3.1 Hardware Approach

This approach lists individual hardware items and analyzes their possible failure
modes. This approach is used when hardware items can be uniquely identified
from the design schematics and other engineering data. The hardware approach is
normally used in a bottom-up manner. Analysis begins at the lowest indenture
level and continues upward through each successive higher indenture level of the
system. The hardware approach should be used after the design process has
delivered a schematic diagram, mechanical drawing or blueprint with each part and
item defined. This type of analysis is usually the final FMEA for the design. To
perform a hardware FMEA the analyst will need:

e  Complete theory or knowledge of the system

e  Reliability Block Diagrams/Functional Block Diagrams
¢  Schematics

e  Bill of Materials/Parts list

¢ Definitions for indenture levels

The analyst must identify each part under analysis and record its identification
number in an FMEA worksheet. A sample FMEA worksheet is presented in Figure
1. The failure mode and effects analysis will be completed by identifying the
potential failure mode and cause of failure of each hardware item in the system.

The effects of each failure mode are then determined by propagating that failure
through each level of indenture (local, next higher assembly and system level). The
failure detection and isolation method and compensating provisions are then
recorded. After each functional block at the system level has been analyzed, outputs
can be produced.
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